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JMiUdina on oc abOut the <fate oC ctile tnoirtniam, "Snbi^i^rauM' 
has baan a Iuohb coof edBcaClC41 of OCU^tflr tkaOnrs ADd OttieeB 
ffbariiLgn among dUiqe thlogan COHBDEI intflrwta, CWDOU BLOSOng, 
and i:Diiiiiic»n idsnClfying BTTDbols, Dijrrlng tLttt fftxioOr 

cerCaSi- nen.bera s! ATianjnnrnLT. havr -flg*ri a deliberate cainpslgn ol 
ofiLLiie dcyLfjcr Ion jfiL iin^dnti^."! , i:id i» J ual L , as patC of 
iMhlcli tbiey have cBiiltd nut nybBc jittjicha agatnet busloeaaeB «Kl 



governraenC *ntiCi=a in CLia Lfnilcd fliLfltCa fUld cnTDU^OUC CLie 

2. EctmPen in i>r ObOiit DCc^rntct ^010 and in or ^hOiiC 
^1y "llj ^ne groijp of indiv-ri-l- ^'f-'-sfsrl vltJi nr[oiL;-ii:.Lii tho 
ur.^iSic in Quc.T ^rimcal ^cnJi-ct -.^\> ccttifobbiI of cIIi^b tWiputet 
bachars 'Afi fw£l«ctivaiv nc*rt:ed ci> clwnHlvae as "inHxnat 
f'OdB.' At VAiious tiiiQB ial«vant Co this Indictownb ^ nwidjviB oE 
laCBrnBt Fada cuzivd out a »ci*B cybu at t a c fcg Hguiwt th* 
U^lqltBB and co^utoi BystWiB qC CBctaui ^aiMB* «aA ^wximat 
BOtltivB ^ thm Ibit«d 3tBb« una ftragn^ Elw Vnl^/ jLlKlu^iiig, 
nmi^ Dthera, the faLlek'iDS' buaiJieasO and D^^nlEfltimB . 

a. FiitB ^el> a politxtal pBc4^ in Inland, 
Lritlch iDUDtflinad tliB vqbHltfl "^mr . f iUCgBeia Oil . Cani ' 

b. aacaiY, mc. and its arfiUater tmi^iy 

□or^tSE BOQiaxLty liziia buSd in coa mLi^ed suus Wbleh 
prouldBll co^JvtU HKDXllLY^ iDEfaxa and HBzTlCQa, diaoiig □theC 
iJilngB-t to tbaix Ci£«iitH, irhl^h uHintAlnad (Jib wbslte 

c. Vox BnadcHsting CltV^tHDy t^Fox"), a 
Lr g—ggcial bmodcBaC Celevlaion neCvart In Cba Eliilt^ S^Af < 

1. ^heee t^yber atfofka Involved, aiiian^ aCh#t ChinrfB 
fl> breidtlag into mvuter ayaterus. deleclng daT^i.^ and DCeallog- 
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ccjif idcntirJ mtr-T-otLO-i, iriO-U^l^g f firirypl: ed ami -jre nc rypted 
aenaiCtvc pcraonfli. j )i Covma CI on fc: ^nouaanilB of inatvidual 
VLcCimsF i2> d.c - ?ri^r r I ig (loi^r 1 ^piU ^ I LnrnEnatiQii BColan fEom 
vlcdims' ™rTip;i^=: jl, .. n i , j u^-l Ldi -.i] encrypted pacBWDcdB; iij 

inuELur by ^umpLjjg il on «rCaLa w»tj«it«Bf j4} bLjai:kl[ig 

diaclcBiog onlin* « vdc^iilL' Rr mWl fdvitifyiiig Inf drndticji^ 

oUnr tDjjtga, loUnldB&lDj tJie virTClm and aub)ectiTi7 tbe vicCin 
ko hdTraaofnait ■ 

4, At Various tiMB' mtvnt to mid indlctMnt^ aid 
AB part ot AiUKiyncuBH iKib*» it intunat rvda Bougbt to 
pUtillciaa ibAlC lutflmit uBaUlto and intlnidjit* Uulr vlctlTis 
by, MDcg otlwC tl tt iig m: {!) pmb^ig .klllBBM^ Ddlin* la T^cJV 
bb«y -dHCruHRl thail lii^^uls and tihmi£*a*d a^itionL flttackH] 
(2] ubing piEticvlu ItQu wid Kloguja nliBn, £oc ■mr^B^ biiay 
posbHd iB=9HAse9 oalLne aoA dBFoced kwbaitBaE did Hi diwuHBing 
tbeir at^.C^IA Witil iieaibaFa of the pceea. 

"5^ At vairLOiiB CiniBB relBvanC to Una lodictMnt^ aDd 
"mch like othBC irembflEH of RnonyinauHH ■Embere af IntemeC Feda, 
dBBplta tbHlE aJloEta to publlaize Owlf illegal cooducc, 



CVP»=*ll¥ Btrerapled to hxde thpit It-jc :rrrr-i--.o^ by, for 
e»:aniple, uair.g alisBfla srhcn tJiay comniuni CatCd wltH Che fti&llc OT 
vjlth each athiT. 

riEiaaerEi cl ln^arn?: lads, ir.uiTh ls./ie i^dhcr msnibQj'E Asl^JiyniuuB , 
cammuiiicaieii ua^u^, amoog cttter moans, incamac Ralav' CbaC 
flltc^) channels -- thaC is, CBal-tim, toKt-tnuvd onliaa 
farnras. Soma of (Jnas ctiujw^H v*n opaji tD tij*) [ftlh1.it-. 

BHmbHJt dE mckcut Ads piL4uHt«4 flBd Digi|ini»d Cff3.li4DJil 
Bctiui±^, infliidiiq oyhBr attBoka^ vera not. rDatsHd, thsae 
cbaxinalfl vers gBnerally pasBHcnl-restrlctfld and HvoilabLp 1^ 
invltatxcm cmly, UbuBHv to tc^tod uuSiyidiuLB tftiD bad pcOysa 

aC inuroac eaoa ana cUAii oa-coiiflt^tfatDEQ ^iaaui. ud 
CQQi'iUna.tQia Chalr cyMr attaCKfl using passttwd-tflflcrlcrea, 

^AckBxBj' md '<hg,r UCa^ oUnrH, 

■wraberfl Of Tnteinet Ada lB^«dp4, BMnCg MJwt", RTMI ADiHDTlJ, 
fl/fc^a -fcayla," a/h/a "lol, ■ a/lr/a. 'lolipoM, - JftRE DiVIB, pjk/ii 
'topiaiy,' a/k/a "atoplaiy,' rftRROJ MAKTYH, afii/'b fmna aiute^ " 
aft./a "rnrirEiauce, ■ a/k/a -neCwonrlrlCCeTi, " anfl OOffflCaa 
O'CEABRBHj^iE,, sjtfa ■pdllaHtun h ' tne aEfeaduitOj aa vei-i oa 
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who used the online alLSiJca Sh^V.- "TFLCH," flnfl 'AVUHITr- 

THB DEFBHDflNTS 
A, all tjBivB Evlcvanl: ti» tlua IndicCfiut, E^tJ 

ACraOVD, *A/a "kflyln,' a/k/fl. -Icil,' ft/k/A "IfllapsM,' and JMB 
DAVI3< n/t/- -tnpiaiy,- a/k/a ' ntDpiflry^ " the deft-ndanCa^ Wnr 
«'a^ut>^ tiafltCEB ubi;) cellidCiI m Che [IiijUd Hlo^dan 

9. Tbc OE flWkS jfCMQTD^ 'Baying' 
■loi^' b/h/ol "tolapoar-* ctic cieienauE, In vecft oC Ue 
KOflpimiolee oJmrged in tl^l^ idLotmeQC lncluacft> ainoag other 
mlngar lOantiEyili? ana utplolEiffl vUHwaliillCiaa. in viodias' 
couvvtflt Byfltena tor the purpooe of ^oJniDg luiButlioFizBd boohb 
to tn^iB Byateais^ 

1,0. Thn cdXb a£ JTVra nnuia, *fk/* "ti3pi«xy<' 
'mtapSHiyf,' the itefimAuit, in naiSh of tfaa c^»pi3Wi*« iJi»ig»d 

dpoJuuoa ti« 330^B coufred in (ftvntir Oua '?ifo dI I^b 

ana acairing cojiCiawclai iofomatlcd etoien id ecinneeT^ian >Jitii 
til* cnputar baoking OtooribM in Couuta Ona ajud Two ac mtfi 
maictaaoc . 

11- fit nil limes relevant to this IndicEnaQt., DftRREd 
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"iiefJOEkkltCEn, " and I.OMHCHA 0 ' ClfLRRBHfllL , R/'i/i ■paLC-dum . ' 

CIBER ftTTfLlJ^S BY INTfiHlg r ?ED3 
12. FiTom in OE- aJ^out DQceTTiber 2010, up to and 
Including in oc atouC Ha^ 2011. HBmbeta of Internet FBds, 
including P.YMt ACmiYD, a/lt/a -kayla.- a/k/a 'lol,' a/k/a 
'iclnpom,' JAE[S DAVIS, fl/hi/fl ^topiary,' a/H/a 'ataptaty.' 
lAJOLBFJ twar^B, a/h/B ■^rniaauce," aA/a -raepeauw,' flA/a 
'neCHDrfdciliten,'' and DOHNCHA. O ' CBTUtRBHAXI, , a/k/a. '^alladiim, ' 
tba dBfanibnta, dnd tboic ca- CDnBpicatoxg , intr^Liding, aioDiig 

qoinfld LinaijUu>Elx«d accBas to, EIib iuQbai.l:BB and coBiputBlifl 

[TflCfc af Pine Sael 
H.. Tn nr about JanUair 2^011, fAKWH Bnd 
P'CBARDBGUIj pOEticLpattd xn b cyber aCCat^k da Pine i>*-l/- 
w^aelte^ wHw-ClnegaaLsviiiOcni- Among ctlier tMngo. maetys and 
P'CBnHHHffiVP jpoiiBWfl ^tJ»BC.fliiihijrimEla|i (joB^csr oOTerfl ija 

acde tbat daf acod Ebe «BbB£tB^ 

tt. tn DC .^tmt rebriiaj:v sail, ACEiiOTDj Eavu, 
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RVUfllT, parclfipaCiifl in ^ c/lj*r attauk. on t^ie MBbBlta and 

p. ftmojig otter ^CKRC^^, DavES, hmSLTTB, 

ana Lnric- c-? - cdnspif btQCfl acctjiiicd ^^ithouC audhoLTXEatlon 
ncmnuErc i=rvec9 uiftd by HBOfliy Srt CalifoEiila and COloEado and 
ntote CDnfidenLSal xnfatbaClan frora those aeiveca^ Lncluding 
appirdKi mat Ly 60,0110 cmailA fic* eroall af^counCs used by BBOnry 
tmpLoyees eitK) a aenlor excckiCLve oc KfiQnry feoena. LliC ftlje 
■HBOaty Feaerat EMcuttve-l, Vbicti ftCiBaED, DftViSi «th Hwmj, 
ana tixlr w-conspim^i^B pubkLdy dlKlosed via tl« 

ClMC S^^^^^UaUiE to P!&BD fiCdffi -OODtHlCly WHBDQ Qt]l«C HHiinD. 

coap ii^Bto^ff used dpfoTuE^CX gained Cmo Clioae Atcl^n oDailt to 
Af«aHj rfiCbny t autluri Efltloa. and steql Eha fontenta of an 
onall a rcOttt. Hal QuqiD^ Co a Bfinioi^ etemtiva of HBflary, Xnc- 
rtue "ESOazyr inc. BKHuciTC*! r gain uneocnorlKd acccaa to cua 
sexuerB Isr Che veJ»ltc mnf .arootJ^C.oani on oollne Eorun on 
ccnrDucct: tuKttln^ cumc^ineA tne HDEWrvn inc. aieaatiTe, and 

uithoriaatlco «Ld-.4lH£Ua tha Twlctir account of tJu HBCco:!'' 
A^cfl Bnmtivqj Hid dm tlw KBCuy Fsdaial bscutlva by, 
UCDS Cttiev thfn^v^ priatiog hia SociiiL Sacuiaty Jmabsi- and honlB 
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addcBBfl QQ hia Twittwt nccoupt fcithcuit hla fluthoiri zat ion or 

□ hCHROyD, DftUIS, mAGTnJ, and theiv co- 
conepiiBtoEo dc-enciypted Cans oP c Kouesnd ei or CHe en^fiTJCed 
mww.rootkit .com ubcxe' pasawJEdn CKlf tUf-V i^" Ql:o±en, and 
publicly diaflOBCd ChOflC de-*nCEyj C Ml psflavFucila, Uie cOottlli , c Dm 
oseEiiaiDea they tiBd BCulcn^ and tJu ccntenCs Dl^ CtH enBH afJcODnt 
belDiLgso^ CD liM EBCary^ JoC- ixtQuCiva, by dumplrig chE^ii cm 
Cecilia mcornsc uo^Icbd. 

£. In M- «J?>ut Spiil- Mil, UXHJHD, DflVra, 
MUiTVlfj O'CBKlPBIDkZLK end tlwic C o-cf rwinp ti-flf Qth , Including firaij^ 
TTLOW iipd «nDJIT, pa^Cii-lpated in a^ryhec nttnct cwi Che wbalte 

aiii^irmt$QIt • 9« B M g M purvus la ailiomla. uMd &y fc« una 



^Taruro;^Y_ ALLEJA~ il':: ? 
IJ. ?rfini ac lesac iJi or fli>5ut c^ceniser 30J.0. up to 
and 1 nc 1 1 !r] 1 /ig iii Of abOUC M^y 20!]. Ill tTie Scutliem Dlfltrlnt oC 
ri?iv yi>jk ^i.J ^ 1 ui-i|ut4 . kVi^e^ h^J^UVir, a/k/a -ka^la,' i/H/a 
-iol," -lolffpcco," JSKE DAVIS, ii/K/a "coplaiy, ' a/Tc/a 

'p«llpd4uini ' th* ilaf ■jfdukt* , aod St^mt knswii pnd uittnowa, 

B^eed C a ggmgg and vLth eacW atntt Va Br^a^E aar^is^fs: 
luring-. In TlalatioD at Title IS, 'United acatea Coat, BaatlOE. 
lOiQlai is) (A\ . 

lA. It van a ^rc aatil an a£»jeoC at tbe ctnoplrocy 
Uvc nvTLO AcntovDr n/iz/a 'Kiiyiii,' n/Jc/a "Ui.'^ ^Jc/a 'isispocuv,- 

•L/^a -prfiiBaixiai' Afi^a "caspieHuca, ■ a/k/a ^oatKrUEituu,' and 

ofchm -Itaiayn t ^rfcirn m^ willfully- us^'biDkiiiigly uould did 

ccnuin, and, ao a reauic af audi i^Dnduct, [fould and did 
intfnCloaBJ,ly CBUOA 'dainagF Hltboul: ButhDrxzationH ta a protecttA 
COnpuCcr^ VJlich VOUld and did cause s Loss Uocludlng Idbb 
ruulClng £l«W a r^l^C^d CDurae of curaduct EFrectlrg dc\s ana 
nvH* otnar protacwa Mt^tara} aggiegating Co at leaet 55, odd 
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CO ona snd BiQi^c per^scuis during aay one /eax periiKi, in vaoliitlajL 
OC Til:le I», UnlLed stones code, SecCluna 1a? [S] {Af , 

i03Dlc> (QMBI (11 and (?) la> <a) (LI UK 

OVEET ACTS 

15. In fiirthBrrarfa cf ^^nepirvr^y and 4fr«CC 

trie iiiBgai Dbjecc cbereor, the fniiD^iog ouecc acts, viaa^ 

OCberSr vjara comnlttBd In Lhe SouUiarn DlHtj:li:(; ot flow 7«k and 

■a^. M ibout Janiua^ Kill- HBHODt 

alertmnl? ccammiimtlan Ed DUSEIT HKBTVT?, a/.'k/ai 'gHaMMOB,' 

cfBtainlng cc»pUt.aT (^mIh tn ba uaed to defacn tint 

■pCnljutflt loMtea in new yottc, k*h ¥0i* tC aecess wichoiu: 
autJiQE'laaticil co^QEbe BHrruerB UBBd by KBGacy BbQal tffiD oF 
thDUaOndB i^ «D»i^ ipalmglag to aiwplXifBaB a£ mGaxy and ths 

c. Tn or about Fabwary fQll, JAKQ Co^fS, B|^1c/b 
"tqpiaryj" afifa "atoplary,' the dafaodant^ acfeaaad wlUialit 
flUlhoClaation tha Twittar account of the HBOSiry raderal 
Brecutlve and posted one or more tnuAi].ent twaeta. 
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d. In cr .ib-jjt .-'cbL-uary ^011, RYW ackhdyd, 
a/^/fl 'hHylo," a,l:/fl "olr- a/k/a ■^Lolspoon," tne derendanii, 
scccaccd Wid^'.r ■nibH'-'' k I i-i iri fmail n^"-. k-i iir? lf.ngi r.q Co -fie 

fum CtiaC account to «Ji il(lrnlni.Ji Ct* EOt lOI Cite i-W- iGocllfi.fKwi 

■ - DE About FvbiuHEy lOllr TWl^K upXumimi 

l:i^E to tvju thi^iwjidi of ttolva ■uiviXt b«li?jigi-it^ to 

a CDfr^'CTf chcbblii tr« tJiaC bad bBm lUiad to ri***i-*i rtiB 
ww-lfflOaryFedfiFQl . con vebalte, to en acooimt cfi tb& uebelte 
uw^Ehcplratebay.oTg in die Dane ^HBOor? leoKed emiis." 

r. On or aDoat fcAnury Bh 2011. DJivi£j uelng 

ThAC wDcl^B ^iL our fAvour- BlD THlttar Dtill iojt all our 

Of culls beiongiiig to tat EMficy, nw. QKocniti'^F to i^ii^ 
TPlfm rFopondeil afTlmiAC^lvdly and Htatad tbab be wuld -then 
ta an "oollne vlever.' 



h. On OJT «J»|it P^bruaiy 15, 7011, Bt£U. lulsg 

tli« lec i^honucS Ihq, atac&l tbat he bad ^eleCEA data on a serrei: 
used by HBSany. 

i. Or nr i^hoLU: frtni^ry li- DAVIS, ualug 
tne IRC channel thq, told P.WfiZT -fnh bsppy CU MLh to pffflSO *n 
IRC.'ik.yp?, havB dona [aol for nondha,- EtOd CDld IFIOW CUaC 

had "taJLkflfl to sayba liQ :i ourr^l L e :l a , ~ 

In or {<toiLit May jnil, SABU unci ■ ci^rfnitvc 
in He" tozkv N«w YOxJl to aoc«bb without fluthofi mtion 4 oi^ifvtaf 
B«v*f us«d by Fm; iukI dbmllmd ■ d^taJMia* oont«u]ijig pvnounl 
]j£Di7ma.tiDD CalaCing to potential [rDoteet^nba on the X- Factor 
telAviaioa dWH. 

[■Fttie itr omtBd cpBfth fflMtioa ruga iw , i 

tJJUHT TWO 

[msvuukCT TO ccuKT cWBcnn ■JrcEm - Lutzam 

].&. iiK aiicTaticBfl in pan^apbd i totougt 12 and 35 
tills inoletnaic are Tcpeaced and rsaiifi^d as tbou^ idiiy net 

LT^ In uc about R>i< aDllv tollovln? ti]^ publielcy 
tbat tbay^ bUl gwcats*! u a iraDult cE tmlz iwdiing of Fins 
omI aiuf HBGdEy, amtojig otbsf ulDtlno, mmotxa ot mtunit Paoo. 
LBnTvdiea SVOI JKSS^r mJkfwL 'tiMyla.' fi/h/^ 'lol^' a/h^a 
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'lolBpcon," jfiHH DftviE. a/Jt/a 'toplacyr- a/t/a "acoplacy.' and 
DARKEN y-'..;:.'!!. -.''.'i •ry.z^^.f <•■:-:." d/K/B "tMpsayce^ " a/k/^ 
^nBtwarh^iCtcj. " J^^:^j.d^„'.j , au .■■ull AU EABUr TFLOW, and. 

AVURlT, fimiiad. #r.d ibB(;aBi« dhc pri-nc^pal maobact of n nQi' bACk^n? 
gioup, "Lull Securi tf ■ or "liiiLiSfli^ . ' 

o£ mlii^ion^ cyti'i »B'ult> m tha uvbiitaa and □izr^nitac ays1:Eiii> 
of -vaciauH buBLnCaH tnd savenuWunt ailtltiCB In Cbl£ Unltea StaCCS 
Bod thiDughcDt tns wTld. Albhougfa bhs novbeca Dt IaUe^cc euld 
tbeif ca-aaiHpLcaCiws cLaiKd to bfive encased In CbcM actacJcQ 
fE^ iiuuiFDiiH pucpoeea 3s miarruc oUitg' miea gkl U 

crdi^Tul aci:s ineludod, anong otbor cUoga, Clu than of 

CDiif Idfliitial £ii£Dm.ti.(m, incliniLng Dsui'bi'Ufl pan dim I 

cm^jVtdE vyVtWa; tlw public divcLoim ^ tllKt Uvntivl 
infomatlmi on tha TntamBt, tbe d^EBcanent Uf TntSinat 
mbsLtflH; and (iVQnriialBing victioiH' c*"?"''^'^ wi.tb bagiifl 
requsatH Eol ijifamtifln rkluND aa ^denxal at Urvxcfl' or 'DoB" 

QDtoti&cy tor tUftJj: bDfts ftv Tflried and repEatod efPocca to 
tanadcaat Uialr acts al Dnllne deetrHatlon and nilBlnallly. flfi 
•L imanH □£ publiclilag l:liBir cyber uniuLClfr UlV^flCi i>f LulxSt? 

13 



and Cllelr CO ' CtmoplrBtOfB Toalntaineii r. ■•ebBlts, 
' r Lul aS^CJlT ^ Cy - CDTTf r ' an accoimt In the name "TiliI zSec" nC 
^^■w^l:Jnytla^.e^lay-Ol:g] and a TwlCtet account, ■■^l.jlig*!:;'' flJl 
wtjL^Ji tliTy uBcd lo, moofig oCh#L rhlngs, Biinounpe tJiflit hacka mid 
men- inttcn '■pr=»» relcnisa' ubouE tlisni, rflock then victiHiHF 
i^Ln-^n-t d^ijmc L^ini , hiiid [JublicLy dlscioae con f i dent lal 
UifOrnnDtim V-hty Jiad dFolen Cbrougn crwlv cybec aCtacHa. 

30. alnliBx CD inHxnet fecis^ as ^ iHair? 
fUUiclBlog tnclT online HeaaulCa^ wll as intinldai^lng ^belt 

pa^QulU lO^M-Vjid BlOgdidf in, tor vhbdi^b, tJiBi;c "ptnw 
mUUlKBi^ CUalp -«4lVL&B a*t-teeni«nC.BH and on I:Iib 
WWI*iLulaS«HFtt¥",*xiiJi Habalta and tha ffiul^Sac lVt-tt«E KKuntr 

2l. I>b^le« gpir^ to great mgEba to oevk HttBAlon 
fco^ t^Fir Illegal condoft, tfae laBTabera of rjil and CbaLr 

i-ciaaipl rgfura — like Tcternet ^'ado — atCajpced ta hide Cbfrir tme 
xamtXtlae^ Jdioii? oQer thlngD, coey trefened U uiesse^yee b^* 
oI-Iabebh ntte^cs^l to prccnote Eaise perBonuH and used teElfflluJ. 
DHnB^ iJi/^MiPiB •vn^ttv eervexBr in «■ etEort to ccnuaal 

'iitopiHy^' and rOAJUOT haetvh. a/Jc/x ''piniHuc*.'' h/Jl/h 



' rMpa^ucf , ' a/k'a " neCvcrhkittQD , ~ the dafeiubntEi »11 
EfiBD, TFLCW, and ftVUMT, and Choir to - con^ p ii" f nr^ , lounchsd 
Qybei aLCackB CD ths vebBitea and «iiputic vyttvnw qE tht 

a. Sony Plctureg Enter C nxnrrcnl l'9^lny 
PiffCucea' 1 , a division of Sony, a globnl oLectEonjca and ntita 
tacai^any. ytilcn prciUiced and dlatxlbuted taLeviaion ahnvB FlilA 
morLeo aim [nalntalnad Oii w8MI» ■»«ww.aQnrpictucaB.efflHf ' 

b. The FublliT BraadcaBtlDg BQiVlCfl (~F£d-)H A 
ELOci-proCit publlij talevieLijn t^nudaaQtlng secvica la tbe VnlUd 
sMtsBr lUaiiiBainBa tt? wfibaiM 'w»-TfliB.oiffff' 

DiQ BtlBitta.^ SBOEgla cliaptBE of tbm 
Infiagacd riwnbvzB Alllnnca ( ^l&|£ng>E^ JU^^wtii* ) , u uiEoimition 
abarln^ par+nnHhlp bvtwert Ebe Federal Bureau Cf XnrBBtigatxnn 
I^PBI'l end prLmte indnabLY omccmBd uibll ptiitBotilig critical 
iDfraatruirCaEe in the Onibed atatea, ufaxch Hinbaineia tba 
vebaLte °tivH.lii!CTBgiiiirdatlanta.orgi' and 

based In MiylBud. UtJ^h Dinwd the vldvAgsBB "Brank' ainl 
Biintalnafl: tJiH irabBiliB "m™, brlnltJj^BIlW-MlB- 

In aUaiti™ to Identifying- SKpXoltIrk? vjlpatat 1 H ClaB In 
bMir wlctitfM' CCTnpLiter oytt^w gji th^it owij tlw ■•nibpn v£ 
juliSec Hlao nrelved tram octter fwr^Mt hadn-ri liifoxwBtton 

la 



regarding vuln*r*''i 1 i I "i: in ^hi cjirputec 4yaCe"iff of a varisCy 
of bufiLnB^e nrd g'^.-r i-n-/-i - -itL« IdUlzSec inembefrg used Cbiis 
1 nf orma C ion tn Launch cybcc actaclci nn Clieiae enClClea or flCocEd 

24 At varioiia tmts rclcvoni: to thlx I iiQ; ctraenc , 
■Bnbara of LulzfiCC and their CO-KifiSpirHtQCa MTiimiinlcated tflth 

othfiE and planned OOd Ciwniincitf A CLvil CVbVT attacks ualng 
paea^gord-naCEictflaH iovltition-ofily IRC ^Jisoueiar including^ 

CIBP ATTJiOfl BY LUUSKi 

From In or ebout HEiy SOU, up to JJU^uUrlg at 
leut £n sr atout JXim 3011, meobefB -t^f tolEEec, intruding ElAfl 
ACnttilffl, a/li/a "hayla,- a/ic/s. "I'jI,' a/lt^a "lolBpom,- jnra 
DJlVISh a/M*- -CDpiHTY.- a/typ. 'BCQplary,' and XUIBBBN HARTHjl. 
l/J;/B -pWnaHuca,- A/iJa "raBpsaucre , ' a/lt/a 'ne GiraHttttmi, " tbo 
iJsf*ndantB, aO^ fcUHtc aa-coQBpllfl.tnEW j imludlngj aMnujg oUHra, 
SUIT^ TPtiA?^ Bod >lVDHT7, iHtuuh^d pytgr aCfAcka n, and ^aaSaid 
■uvibtbDelsed sccBBa Cha u^Haltea and anapuEera ayHUiiiB of 

HaCJE OF EBB 

Sr In ur ebout Hay 3011, ACKKomn ariviB, 
HAfiTYfl, H^irt tHel? ^^-ccieplmr.nra^ inoludlng SABUh TFIWDW and 
avwtit, i:\ n±LJi iri[._i:jL riir they parcslvfri to te ■jntj jotai.!* 

rrtiHi co^r*iag« J-n an epiioo* oc tAa fB9 nawc progxu FrwCli^t, 

IS 



unaaitsah ■ 'cybvi «tt«>^ on ttv wbiitc and cowfiLiCev syatema □£ 

b. fcCKROYD, iiAVES, fMRT5H, and thetc CD- 
ct-n-ipintcii-a , ijfa^aed wlcHfluC authemaClDii CDnipuCeE ser-reiB In 
Virginia uocd ;iy PE'^. nccle cionf iflerttlsl inCormfltLon rtom tooae 
ftctuere, IncluStrL?, Btnong otbfr Chlngs, '3BrCa&a?ea coTitainlEg 
doiKa, email ndOiuaH, uaeroamea AJid pAoonorda ^ more tluui 
a};4?EOKiiiac«ly 2*00^ PB£ snployHD an! otlwr liULividLials *pd 
v^tiBB BB«tx:L«c»J with pubiicly diacl^jBaa timt 
in^fBwuea «i osftaia iwnicde^ -umudiEi?' Etn 

including- by iMaTmng a bogu* iw* eiarCli-T-e . 

HBgh at 3QTIV pletTurgH 
a. Id OE- BDOUt Hpy 2011, ACBROSSr DKWJ3. BOO 

u»±E QDrKcupiEatDrBr inciucUn? SAsa. TFlaH ana WHT* 
partialpacfl^ Ln a oyber nttocR on -coci^tqr oyatfioia uoca fiony 
njJCurHB.- ChiB accBL?JE looauud iiceualiig k^cbout autnonntimi 
Eta^.picttQVa''' oorftiuCflr safwrs Iil caliio£nl«» BbBBiin? and 
pid^i-j]^ '^Holaalog on CBTCaln Nabaluq, iDcluCUng tint 
infw.I.u1i9ai:uf LCi<,<»Di w«l»it«, OQaCidbaUjA iatwmat^Da ^rac at 
Itaut BpfucKiBiataly IQO.CDO usvEi v™* .Bwypiotiuu.njB 

vdulfe, IncLudlwf ^a ukta' pAllwunl*, ■niiil HddnslH, hoH 



Hack at lntxjgari- atlant fl 

fl. In or obouc dune 2011, ACKROYD. DflVie- 
■■\r,\."\ e'N. arii^ thflr co-conapliracoi-o, in^JU'ling R'lBH. tfloi* and 
fiVUWIT, Ifluncli^d iybf^r iiCCnCkS h?ji Chr? i-.^ mLl .L.^<iipijter 

ayBtQmB ot l]jf£.igard-h(.idiLCAr tJieaQ j^ttacXb IrdCLU'^tO ctaal in g 

cofiiijun'^tj; Ljiron"aci.cii ttr Ufpfy^iittacfiy leo usece q: cue 
Initagnrd-fttljHii:*! iu»bBit«, u™w . jit in nt 13 n f i«g uanS . oirg ; dflfflciiig 
tliat T^bsitv? d«- «iii;'iypt ing tli* vtolvK pfiBavcii:da ; uiJ publicly 

«. ID or about Jima. 2011,, Acn^ol. DAVlfl, 

piTCiclpotWl iji a cybar attuK an tlu ccvputar oyatflU Us*d by 
Bvt3i«BdB SdEtiiai^, vtvHliog- Coat idnt Lai itLEa£raiiEian< iacludiog 
■utJiDciia-tiiic "it^f^. ■> H«ll « uavrunH, pMaimistlH, Bud nail 

data wi certpln wetwltae, xccludlna tba iiww.lulE9Fsiirity.caB 
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25. Pram nt Im'vt nr ai>5i.i: h'jy ?£HI, up to and 
iDcluding iC Leist in or liwiit June 3011, in Ch" 9oui!i*[-n 

R/y./R -lol,' 5/k/3 -LolsDoon,' JfrKE DAVIfl, a/k/a -Copisry,' 
fl/k/fl 'alspLJEy," and I^A-IKtrrJ MftPTVII, a/K/a "pwiiBaucc, " a/k/a 
'EaBpsauH, ' a/h/a ^mtvFDckhlttaii, ~ the defendantfi, and DtbaxH 
kDDHiL and unkliaHn, wLlIEully and Imowliigly, ErDnblnad, COOSflrfidF 
MQf elerat«l , and agiccQl togechQir and ulcb aacb otbe^ d^^a 
SAC^puur JuicJtioei, in violation oi Ticua ig,. oaitaa BUna 

ST. It nU A put and UL objKt at tJia canBpincy 
tbHt RTHIhCBSO^. v/typ. -kayL-,' H/lc/m "Iain' aA/« 'lolipKn.- 

*Dfibtri?nd[lttQl''' tfta dCfandaiitBH anil otJffi-B tslifai arid [mlpHmllH 
tAiifuiiy ddliil -lOUviitgiy uQuU ^ did oauBB Cbe EcajLBmlB?i™ oi 
a pro^mi, lECUiHticn, caaa »id cDmnvnd. sod- a nsnat oc 
bxma cDoduct, would ana did innmiiLtfAi-ty qbupb daHSB vicbout 
autbafiaBt£«i. to ■ protsctad no^iltBCiv Whlifa uould Hsd 
cauHi a loB9 lincludlnq Iobb CQBulting. fcon a Ee1al:Bil trouciefi. 

B^iragatutg tl at l4aBC ?&,O0D ti? iMie and n^ra paraoju 'SuciHq 
any one yHr jjarlod, and i^ildi VFOuld and d3d cfluae daitB^e 
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lEfflcting a ^^rrputcr uiCrl by and foT an enJxty of the United 
?I«t=^i &..^rniei"LL, to •■iiC -ne Fai, xji fuECliJEancc of Cbc 
ndrainj » E cnt of jualice, naElcnial defense snd — 
acc'urlC]', m uLolaclci: or Title IB^ UnlCeil Stste:; t&dp. i^U - fuiB 
1030 ia> (5> lAJ . LOiO la) 111 re) (i) ami (=i i?) ia| u: (iJ and {v. 

avfflci' ac?rfi 

3B. Xn fi^rtbuanca oi tha vein pi. racy aod tffeaC 
Cbe illegal objsCl!. tileirwl^f Ebe folla>Fing CTBTli aotETj' BKm^ 
Qthsra^ W^Tv -COEBilbtad' In QtA SCU^heFn District St IftCH ydtk and 
elHvIiem i 

a. an or abDut flay E. JDIL, JoSSt^nB; ^JiJa 

IiE C£ HbDut Hay aOUd SABU Uv«l h vmfVtvi 
located in Vwti YoEfci V*w York, tu ga^D lAuutHOEi^Kl avcvU to 
caiQnjbaC ByaC^irB i^avd Ij^ BOB 4V4 «■ or- ks* 

auTFeptltiauB^DBOclH [ ^baokdooZB' ? ^t4iibh flAffl^ md ObHorB cmld 
»c»tly ra-atKmBa Uoofl ayatsiB -tfibboat authQri zAtlOft-^ 

oj- BbOiffc h;^ 5011, n«as wtwift fl'-beBM 
mewa ectlol*, rfUbh raa ueed to fleface tite ww.ptB.ura if^l-te- 

d. In DC ataat Hay 2013., HYRH ftCKEOYD, aft/a 
■tatyla," a/lt/a "lol,' a/k/a 'lalapDcai, ' the defendant, and SflBU 
accecEed vlThout authoclzation coiDEmtVT Bfltrvfira upad by PB£ aod 
HovnloEdsd (KmELdantLal iaf oxmat 1 en l 

ao 



e. In OE about Hay JOLl, S?JB'J uasd a iKmiiHitaE 
locat€d In V^v Tc-rk. tlsH York, to gala imaLit Jioj:i ied aCCtSG ZO 
aeivecB load by Sony PictuEES. 

£. In or aboLit Ji^.s 20-Z.. SJlBU UBsd « CDrnpuCsr 
located In Naw YoxIl, PJqw York to gain imauthairl e ed acwBB to, 
and install on* ox ivata backdoors in, ccci^tQC ByBtasiff UEvd by 
lofeoigud' Atlanta . 

fi. Tri Oi? iLbH^ Jane 2011, nCWUWD BcwasBd 
vithcmt^ -Bubbof xEBHiaa BsnrBrB b^v Tnfngirai-d-KfclaqGH: and 
domlaodBd conf idantial inf □lUBCLan l 

ti, m tie about Juna ^Dii, a □D-aongptEatOj' hoc 
named As A defeodaQt bQcfiln proridQd iafomaClan Ofna^cn-log a 
vUlnecaAliiLy La ecu^ier aystoiB uBodby Bsi^Btb SortwnkH to 
ACtPO^ uid otJiBf urniixca Df IiIiIeEqc. 

CVa Qe abcut June 3^4 ZDll. BcniovD usad the 
invgoing OuljianbilJ^tp to 9^1] iraa||tlHlC4,™d aEKnaH to ocfl^AiEsE' 

ba<a:iflD£nT4, 4Dtc% be .pEovi-dBd -to BthH- DonbBrB af LuIe9bCh bdJ 
dobniQAd cucftdflbi^lail ;EnEQFDB:tian^ 

■i. ut DC atdt June zoti, WfiB ve^O a bAdUaor 
pnnridflii by AcrjiosT) to acnefla wicnouc authorlKLtLon computer 
eyBtHmo uBQd by a^tbasda soft^'QEiiB ainl doNnlooa conElamtiai 
Infncnaciini, >£hic& Eflvis ClL«n ocgHnlud. 
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y. Oi. -ii r.l.5Mi .Tmjic 12, HftPTYH pcaTici:: -111- 

follcwing mn^'.ig' l.. -tic IPC tl.an:i-1 4'Jpp*i<ieck "Ok, who otr vie 
raping, bc^nltf' Mliich ACI-nJOVD legponded af f lueib C iva ly . 

1. Dn nr fltoi--: Jjiie II. JiJll, DAUIS costed Cha 
folLcwLnc mes^iiig? in the IRC ■ihsnncl ^^.i^ipecaecl; . "eo svetyanE 
knowfl, BELnh leakage lo IDUI OEganliea my eodp juat ^jsitlng 

□D fie ZDDK OB.' 

tfi, Cu or afiout Juu* 21, JOll-i « □□-ccmsplEAbDr 
[u>t OBHied Afl a decanout Aaraln provided eahj hltti uoirPidHntlal 
Fiite VfliaC;^ to a conputaf utw?3K «b cr» 'tnnOii'Oa .are In 

CTitlB IB, united seate> coden affrtim io3D[h] 
■gflgEETilM "MjjBgWtf' M-TP OMHia DSa MP TUQ 

affeBHaa in GDUntQ one and ivo df tails indiotvieiiCp 

/u^WYD, a/tE/B 'Hrnyao,' o/pi/b. 'loi,* a/Jc/& "ioiBpoon-' Jftra 
DAVts. a/k/a "ttipiuy' ' ^l^J^^l 'acopiuyji' s;uul£if muttOh 
■pwnsauca,' a/>L/K ^s^hodbi* a/A/a ^Aaburkhli^ti^a];' ito^ 
■xnuEflA Ot'tCSweiiaji,! A^kf'a -v3LLi«aLuiiLj ' lafwdantHH ab^ll 

E 9B£'a> (a) 1B| , tay poupacty nnst i tiitiog , of fxm, 

IH^aads d^t«in«d dincbly m ijidicvFtly « f««iilC at 

b«tll o£ Cb* *>id oEfvtiav, ioflLiding but nQC lunit^d ta a aunt ea 
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OJl* 1^ tKith r Lie ^i^id dEEciIiU. 

goaaTITUTB A33BTS PRQTiaiQff 
Id. IE any aE Che fltKri'c -de ■i-rjbed E DirftHaltile 
prnpCttj-^ as a Cc^Ult oHy act or amiasxon cf tbc dcfcr.dantQ. 

Hr carina be looaccd upi^n th? cucrcLK ol due 

h-. Itu b«a[L uaiuEiEnCl or Bald Coi or 

dr >1M bfCcl •Ultftubinlli^'^idiiaiiualivi in thIlm; 

or 

e- baa ticta fAvtning^ied with otber ficapan-¥ 
Hbldi DaDiiDC fie si^ulvided Hitbout dilc^cuiby; 
it is ttte ijicnt ot CAe unlced. atates^ pofBiient to la D.^.c. 
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Otbtr pCffperty nf aaxd defendaflt* up bo tbim nlam a£ tbe mbowa 

(Title LB, Uni^eH StaCea Cod*^ 3w»iqnB SiSi^t 13) |B] and (b) llf , 
yfnd Tltl« 2I< Onited States Ca^, S^tioa a»(p),) 

PeSEF BHARARb 
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